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PROFESSIONAL SUMMARY
Final-year B.Tech (AI & Data Science) student and cybersecurity fresher seeking a SOC Analyst role. Built a self-directed home lab to 
learn practical security monitoring — including a Splunk/Sysmon log pipeline and a segmented Cisco network — to apply classroom 
concepts hands-on. Completed a virtual internship in cloud security and incident response with Google Cloud, and practice offensive-
security fundamentals on HackTheBox (Pro Hacker rank, 100+ machines). Comfortable with Python, PowerShell, and Linux.

TECHNICAL SKILLS
• SIEM & Threat Analysis: Splunk Enterprise, Sysmon, SPL/KQL, Log Analysis, Incident Response, Threat Hunting
• Offensive Security: Nmap, Metasploit, Burp Suite, Privilege Escalation, OWASP Top 10, Active Directory Attack Paths
• Network Defense: Cisco IOS, Routing & Switching, Wireshark, VLAN Segmentation, Extended ACLs, Port Security, Syslog
• Cloud & Infrastructure: Google Cloud Platform (Security Command Center), Linux Administration, Windows Server Core, Active 

Directory Concepts
• Scripting & Automation: Python, PowerShell, Bash/Shell Scripting

PROFESSIONAL EXPERIENCE

Intern – Cloud Security & Incident Response Sep 2024 – Dec 2024
Google Cloud (Virtual) Remote

• Monitored and triaged simulated cloud-based security incidents, applying threat detection principles across Google Cloud 
infrastructure using Security Command Center and cloud-native logging tools.

• Investigated alert pipelines and cloud audit logs to identify indicators of compromise (IOCs), unauthorized access attempts, and 
misconfigured IAM policies.

• Documented incident response workflows and contributed to playbook development for common cloud threat scenarios.
• Earned specialized certifications in cloud security, incident response, and threat analysis upon program completion.

Intern – Data Science & Python Jun 2024 – Aug 2024
Wings Technologies Salem, India

• Used Python and Jupyter Notebooks to process, clean, and analyze structured datasets, developing foundational scripting skills 
applicable to security automation and log parsing.

PERSONAL PROJECTS (HOME LAB)

Enterprise SIEM & Telemetry Pipeline (Home Lab) Splunk, Sysmon, Windows Server Core, Kali Linux
• Engineered a localized Security Operations Center (SOC) environment across a virtualized NAT network using Windows Server Core 

and Kali Linux to minimize resource overhead.
• Deployed Sysmon with the SwiftOnSecurity ruleset to capture high-fidelity endpoint telemetry covering process creation, network 

connections, and file modifications.
• Configured Splunk Universal Forwarders via PowerShell to route encrypted logs to a centralized Splunk Indexer over port 9997.
• Authored custom SPL queries to detect simulated reconnaissance techniques, lateral movement, and malicious network traffic 

patterns.
Secure Enterprise Network Architecture Cisco IOS, Packet Tracer, ACLs, VLANs

• Designed a multi-department enterprise network using Cisco routers and multilayer switches with full Inter-VLAN routing.
• Implemented MAC-based Port Security with automatic shutdown violation enforcement to restrict unauthorized endpoint access.
• Engineered Extended Access Control Lists (ACLs) to enforce least-privilege inter-departmental traffic filtering.
• Integrated centralized logging by configuring all network devices to forward security events to a simulated Syslog server.

Offensive Security & Threat Emulation HackTheBox, Nmap, Metasploit, Burp Suite
• Completed 100+ machines on HackTheBox, achieving Pro Hacker rank through exploitation of real-world vulnerabilities including 

OWASP Top 10, privilege escalation, and Active Directory attack chains.
• Reverse-engineered attack execution flows to identify endpoint/network telemetry generated during a breach, informing detection 

rule development.
• Applied TTPs from the MITRE ATT&CK framework to simulate adversarial behavior in isolated lab environments.

EDUCATION

B.Tech in Artificial Intelligence and Data Science Expected May 2026
Ganesh College of Engineering, Salem CGPA: 7.2 / 10

CERTIFICATIONS
• Wireshark: The Ultimate Hands-On Course – Aug 2024
• Python Basics – Sep 2023
• Linux Operating System for Beginners – Apr 2021

ADDITIONAL EXPERIENCE
• Billing Operator, Reliance Retail (Mar 2024–Dec 2025): Managed transaction integrity and customer relations in a high-volume 

retail environment.
• Supervisor, Minister White (Dec 2020–May 2022): Oversaw daily operations and team management.

https://www.linkedin.com/in/muganeshwarank/
https://app.hackthebox.com/public/users/207619
https://github.com/j0hnwick3lson

